
 

 

PRIVACY POLICY 

 

Trustmark Mutual Holding Company and each of its subsidiaries (“Trustmark”, 
“we”, “our” “us”) respects your privacy and is committed to protecting it through 
our compliance with this policy (“Privacy Policy”). 

This Privacy Policy applies to any individual who accesses any of our products, 
services or websites, or about whom we have collected any personal information 
(“you”, “your”). 

This Privacy Policy describes the types of information we may collect from you or 
that you may provide to us, as well as our practices for collecting, using, 
maintaining, protecting and disclosing that information, as well as your rights with 
respect to your data. 

What information might we collect? 

 

As further detailed throughout this Privacy Policy, if you are applying for, 
enrolling in, or eligible for, a product or service offered by Trustmark, or if you 
visit any of our websites or mobile applications, we will collect information from 
and about you. 

  



 

In particular, we have collected the following categories of personal information 
from consumers within the last twelve (12) months: 

 

Category Examples 

1. Identifiers*.  A real name, alias, postal address, 
unique personal identifier, online 
identifier, Internet Protocol address, 
email address, account name, Social 
Security number, driver's license 
number, passport number, or other 
similar identifiers. 

2. Personal information categories *. A name, signature, Social Security 
number, physical characteristics or 
description, address, telephone number, 
passport number, driver's license or 
state identification card number, 
insurance policy number, education, 
employment, employment history, 
bank account number, credit card 
number, debit card number, or any 
other financial information, medical 
information, or health insurance 
information.  

3. Commercial information. Records of personal property, products 
or services purchased, obtained, or 
considered, or other purchasing or 
consuming histories or tendencies. 

4. Biometric information. Genetic, physiological, behavioral, and 
biological characteristics, fingerprints, 
faceprints, and voiceprints, iris or 
retina scans, keystroke, gait, or other 
physical patterns, and sleep, health, or 
exercise data. 



 

5. Internet or other similar network 
activity. 

Browsing history, search history, 
information on a consumer's interaction 
with a website, application, or 
advertisement. 

6. Geolocation data. Physical location or movements. 

7. Sensory data. Audio, electronic, visual, thermal, 
olfactory, or similar information. 

8. Professional or employment-related 
information. 

Current or past job history or 
performance evaluations. 

9. Non-public education information 
(per the Family Educational Rights and 
Privacy Act (20 U.S.C. Section 1232g, 
34 C.F.R. Part 99)). 

Education records directly related to a 
student maintained by an educational 
institution or party acting on its behalf, 
such as grades, transcripts, class lists, 
student schedules, student 
identification codes, student financial 
information, or student disciplinary 
records. 

10. Inferences drawn from other 
personal information. 

Profile reflecting a person's 
preferences, characteristics, 
psychological trends, predispositions, 
behavior, attitudes, intelligence, 
abilities, and aptitudes. 

 * - Some personal information included in this category may overlap with other categories.  

 We generally do not collect additional categories of personal information or use 
the personal information we collected for significantly different or meaningfully 
unrelated purposes without providing you notice. 

 

  



 

 

How might we collect your personal information online or through web or 
mobile applications? 

 

Accounts: 
When you log in to your online accounts with Trustmark through one of our 
websites or through a mobile application, you may be required to share certain 
personal information with us so that we can identify you. You may be asked to 
provide an email address and password to create your account. In addition, if 
Trustmark offers you products or services because of your relationship with your 
employer, the employer may input personal information about you through our 
employer website portals or secured sections of our website. The collected 
personal information will be used to facilitate the delivery of our services to you 
and, with your consent when required by law, to provide you with relevant 
communications.  
 

Surveys or Contests: 
Trustmark may provide you the opportunity to participate in surveys or contests 
when you visit our websites; participation is always voluntary. If you choose to 
participate, we will request certain personal information from you in order to 
identify you.   
 

Log Files and Tracking Technologies: 
We may gather personal information such as Internet Protocol (IP) addresses, 
browser type, internet service provider (ISP), device identifier or clickstream data 
in order to tailor and improve our services to you, for analytics and to improve site 
functionality. 

Technologies such as cookies, beacons and, tags or similar technologies may be 
used for analyzing trends, administering our websites, and tracking user 
movements around our websites.  
Cookies are text files placed on your computer to collect standard internet log 
information and visitor behavior information. 
 



 

Trustmark uses cookies in a range of ways to improve your experience on our 
website(s), including: 

• Keeping you signed in 
• To allow for single sign on 
• Understanding how you use our website 
• Improving your experience when you use our website 

Most browsers allow you to control cookies through their settings preferences. 
However, if you limit the ability of websites to set cookies, you may worsen your 
overall user experience, since it will no longer be personalized to you. It may also 
stop you from saving customized settings like login information. 
 

Definitions: 

A “cookie” is a bit of information that a website sends to your web browser that 
helps the website remember information about you and your preferences. 
 

“Session” cookies are temporary bits of information that are erased once you exit 
your web browser window or otherwise turn your computer off. Session cookies 
are used to improve navigation on websites and to collect aggregate statistical 
information. This website uses session cookies. 
 

“Persistent” cookies are more permanent bits of information that are placed on the 
hard drive of your computer and stay there unless you delete the cookie. Persistent 
cookies store information on your computer for a number of purposes, such as 
retrieving certain information you have previously provided (for example, 
passwords), helping to determine what areas of the website visitors find most 
valuable and customizing the website based on your preferences. This website uses 
persistent cookies. 

Google Analytics 

If you visit any of our websites, you consent to our use of Google Analytics, which 
uses cookies to collect non-personally identifiable information. Google Analytics 
uses cookies to track visitors who use our website. We then use the information to 
compile reports and to help us improve our website. We do not send such 



 

information to any third parties. Google Analytics collects the information 
anonymously. It reports website trends without identifying individual visitors. 

We will use this information as aggregate data to help us maintain our website. 
However, you can opt out of Google Analytics without affecting how you visit our 
website. For more information on opting out of being tracked by Google Analytics 
across all websites you use, visit this Google page: 
https://tools.google.com/dlpage/gaoptout. 

Web and Mobile Applications: 
If you download and use a Trustmark mobile application, we automatically collect 
information on the type of device you use, operating system version and the device 
identifier. 

We use mobile analytics software to better understand the functionality of our 
mobile application on your device. 
When using certain functionality via web applications, your location may be used 
if your mobile devices uses global positioning system (GPS) technology, trackers 
or other location tools. 

How might we collect your personal information other than online or through 
web or mobile applications? 

Outside of personal information collected online or through a web or mobile 
application, you, your authorized representative or your employer directly provide 
us with most of the personal information we collect, usually in one or more of the 
following ways: 

1. Directly from you - You apply for or enroll in our products or services via a 
paper form or a telephonic system. 

2. Indirectly from you - Your employer, its broker, vendor or third-party 
contractor, or your family member who is the primary subscriber of a 
Trustmark product may provide us personal information about you in order 
for you to be eligible to apply for or enroll/participate in our products or 
services. 

3. Third Parties - We may also receive your personal information from third-
party sources that provide personal information to us about your employment, 
financial or medical history.  



 

How might we use your personal information? 

As further detailed throughout this Privacy Policy, to the extent permitted by 
applicable law, we may use your information to: 

• Provide you with the products and services you have requested.  
• Provide you with information regarding products and services that you are 

eligible to receive but are not currently utilizing. 
• Perform data analytics:  

o For the improvement of our existing products and services. 
o For the development of new products and services. 
o To engage in customized outreach to you regarding the products and 

services you have requested, that you are eligible to receive but are not 
currently utilizing, or that may be of interest to you. 

• Communicate with you via email or mail regarding the products and services 
you have requested, that you are eligible to receive but are not currently 
utilizing, or that may be of interest to you. 

• Understand how you use our website and to provide a better user experience. 
• Identify you and associate you with the information you provide if you make 

a verifiable request to exercise your privacy rights under state or federal law 
as further described in this Privacy Policy. 

• Detect, investigate and prevent activities that make us or others 
uncomfortable, or may violate our policies or may be illegal.   

• Otherwise manage our relationship with you. 

With whom do we share your personal information? 

 

We may disclose your personal information as discussed, above, for a business 
purpose. When we disclose personal information for a business purpose, we enter a 
contract that describes the purpose and requires the recipient to both keep that 
personal information confidential and not use it for any purpose except performing 
the contract.  

In the preceding twelve (12) months, we may have disclosed the following 
categories of personal information for a business purpose:  



 

Category Examples 

1. Identifiers*.  A real name, alias, postal address, 
unique personal identifier, online 
identifier, Internet Protocol address, 
email address, account name, Social 
Security number, driver's license 
number, passport number, or other 
similar identifiers. 

2. Personal information categories *. A name, signature, Social Security 
number, physical characteristics or 
description, address, telephone number, 
passport number, driver's license or 
state identification card number, 
insurance policy number, education, 
employment, employment history, 
bank account number, credit card 
number, debit card number, or any 
other financial information, medical 
information, or health insurance 
information.  

3. Commercial information. Records of personal property, products 
or services purchased, obtained, or 
considered, or other purchasing or 
consuming histories or tendencies. 

4. Biometric information. Genetic, physiological, behavioral, and 
biological characteristics, fingerprints, 
faceprints, and voiceprints, iris or 
retina scans, keystroke, gait, or other 
physical patterns, and sleep, health, or 
exercise data. 

5. Internet or other similar network 
activity. 

Browsing history, search history, 
information on a consumer's interaction 
with a website, application, or 
advertisement. 



 

6. Geolocation data. Physical location or movements. 

7. Sensory data. Audio, electronic, visual, thermal, 
olfactory, or similar information. 

8. Professional or employment-related 
information. 

Current or past job history or 
performance evaluations. 

9. Non-public education information 
(per the Family Educational Rights and 
Privacy Act (20 U.S.C. Section 1232g, 
34 C.F.R. Part 99)). 

Education records directly related to a 
student maintained by an educational 
institution or party acting on its behalf, 
such as grades, transcripts, class lists, 
student schedules, student 
identification codes, student financial 
information, or student disciplinary 
records. 

10. Inferences drawn from other 
personal information. 

Profile reflecting a person's 
preferences, characteristics, 
psychological trends, predispositions, 
behavior, attitudes, intelligence, 
abilities, and aptitudes. 

To the extent permitted by applicable law, we may share your personal information 
with the following categories of third parties:  

• With your employer or other business entity if your product or service is 
provided to you via that employer or other business entity. We will only share 
personal information with an authorized representative of your employer for 
the purposes of benefit administration. 

• With contractors, service providers and other third parties we use to support 
our business and who are bound by contractual obligations to keep your 
personal information confidential, and to use it only for the purposes for 
which we disclose it to them. 

To the extent permitted by applicable law, we may share your personal 
information: 

• When you direct us to share your personal information with others. 



 

• When you elect to participate in a survey, contest or sweepstakes, we may 
disclose the personal information you provided to participate in the survey, 
contest or sweepstakes to third parties who sponsor or help us run such 
events. 

• When we are required to do so by law, or in response to a subpoena or court 
order. 

• When we believe in our sole discretion that disclosure is reasonably necessary 
to protect against fraud, to protect property or other rights of us, third parties 
or the public at large. 

• When we believe that you have abused our products, services or systems in 
any way to violate the law. 

• To transfer all information (including personal information) to a successor 
entity in the event of a merger, acquisition, bankruptcy or other sale of all or a 
portion of our assets. Other than to the extent ordered by a bankruptcy or 
other court, the use and disclosure of all transferred personal information will 
be subject to this policy, or to a new privacy policy if you are given notice of 
that new privacy policy and you affirmatively opt-in to accept it.  Personal 
information submitted or collected after a transfer, however, may be subject 
to a new privacy policy adopted by the successor entity.  

• For any other purpose for which you have provided affirmative written 
consent. 

We do not sell your personal information to third parties, and we do not allow 
third parties to use the personal information we provide to them to offer you 
their products or services. 

 

What are your personal information protection rights? 

As further described below, your rights with respect to personal information 
collected by or through us about you vary depending on the product or service, and 
the federal and state law(s) applicable to your situation. 
 

Children Online Privacy 

We do not knowingly collect personal information online or otherwise from any 
person under the age of 16, and we do not offer, otherwise market or direct our 



 

products or services to any person under the age of 16. If you suspect that we have 
collected personal information from a person under the age of 16, please contact 
us. We do not sell personal information of any individual regardless of age.  
 

HIPAA/GLBA: 
If the product or service in which you are enrolled or are eligible to enroll is 
underwritten by Trustmark Insurance Company, Trustmark Life Insurance 
Company, or Trustmark Life Insurance Company of New York and is subject to 
the Federal Health Insurance Portability and Accountability Act (HIPAA) or the 
Gramm Leach Bliley Act (GLBA), please also refer to your Notice of Privacy 
Practices in addition to this Privacy Policy.  

How do we protect your information? 

We have implemented commercially reasonable physical, technical and 
administrative security measures designed to safeguard and protect your 
information from unauthorized access. 

 

We are committed to protecting and securing all personal information that you 
submit to us in any form, whether through this website or any other electronic or 
non-electronic format. All of our employees who have access to personal 
information are trained in our data privacy policies and procedures and aware of 
our standards to keep your information secure and confidential In addition, our 
contractors, vendors and agents are required to ensure compliance with our data 
protection standards, and applicable state and federal privacy laws, rules and 
regulations. 

The security of your information also depends on you. Where we have given you, 
(or where you have chosen), a password for access to certain parts of our website, 
you are responsible for keeping this password confidential. Please do not share 
your password with anyone. If you suspect someone else obtained access to your 
password, please immediately change it. 

Please be aware that despite our efforts, no security measures are impenetrable. We 
cannot guarantee the security of your personal information transmitted to us. If you 
choose to communicate with us by email, you should be aware that internet email 



 

is not secure. We strongly encourage you to use encrypted email when sending 
sensitive, personal, private and/or confidential information by email. Any 
transmission of personal information is at your own risk. We are not responsible 
for circumvention of any privacy settings or security measures contained on our 
website(s), systems or services. 

Privacy policies of other websites 

Our Company website(s) may contain links to other websites. Our Privacy Policy 
applies only to our website. If you click on a link to another website, that third 
party’s privacy policy will apply to your use of their website. We recommend that 
you review all third parties’ terms of use agreements and privacy policies before 
using their websites, goods or services. 

Changes to our Privacy Policy 

Because of changes in technology, industry practices, regulatory requirements and 
the growth and development of our business, or for other business reasons, we may 
need to modify this privacy policy from time to time. We will post a copy of the 
new policy with its effective date on our websites. Where required by applicable 
law, we will mail you a copy of the Privacy Policy or provide you with electronic 
notification (such as via email if we have your email address) of a material change 
to the Privacy Policy. 

How to contact us 

If you have any questions about our Company’s Privacy Policy, please do not 
hesitate to contact us. 
Email us at:  

  



 

 

California Specific Privacy Policy Information: 

This section is specific to California Consumers and should be read in conjunction 
with the remainder of the Privacy Policy. 
 

A. Your Rights and Choices:  Effective January 1, 2020, this section 
supplements the information in the Notice at Collection and applies to a 
“consumer” and “household” (“You”) as defined by the California 
Consumer Privacy Act (“CCPA”), You or a person registered with the 
Secretary of State, authorized by the consumer to act on the consumer's 
behalf, may make a verifiable consumer request and may exercise certain 
rights to the extent permitted by the CCPA.  A request may also be made on 
behalf of the consumer’s minor child.  

The CCPA consumer rights include: 

• Right to Notice At or before the point of collection, you must be 
informed as to the categories of personal information to be collected 
and the purposes for which it will be used.  Please click here, to 
review the Notice at Collection.  

• Right to Know  
i. You have the right to request  that we disclose certain 

information to you about our collection and use of your 
personal information :  

1. The categories and specific pieces of personal 
information that we collected about you. 

2. The sources from which your personal information 
is collected. 

3. The business or commercial purpose for our 
collecting your personal information. 

4. The categories of third parties with whom we share 
your personal information. 

5. The specific pieces of personal information we 
collected about you.  



 

ii. In order to protect your privacy, we must ensure your request is 
“verifiable” and will therefore require certain personal 
information to validate your identity, as discussed below. 

iii. We are not obligated to provide you the personal information 
more than twice in a 12-month period, and will cover the 12-
month period preceding receipt of your verifiable request. 

• Right to Delete:  
i. You have the right to request that we: 

1. Delete personal information we collected about you. 
2. Instruct our service providers to delete information they 

have about you that was received on our behalf. 
ii. If you provide us with a verifiable request to delete your 

personal information, In order to protect your privacy, we must 
ensure your request is “verifiable” and will therefore require 
certain personal information to validate your identity, as 
discussed, below 

iii. As an alternative to deletion, your information may be de-
identified rather than deleted at our option. 

 

B. How to exercise your rights 

• To make such a request, please use the following webform or contact 
us at 866-816-1727.  

• Authorized Agent: You may designate an authorized agent to submit a 
request to know or a request to delete on your behalf. If that agent is 
not already authorized to access your account in your profile, please 
submit an evidence that establishes agent’s authority (i.e.-  notarized 
financial/general power of attorney, court order, guardianship 
documents) to make a request to know or a request to delete on your 
behalf. We may also ask you and your agent to verify your identity 
directly with us. We will deny a request from an authorized agent that 
does not submit evidence that they have been authorized by you to act 
on your behalf. 



 

• If we deny your request in whole or in part, we will provide you with 
an explanation or direct you to our general business practices for 
collecting personal data. Under no circumstances will we provide the 
requestor with a consumer’s Social Security number, driver’s license 
number or other government-issued identification number, financial 
account numbers, any health insurance or medical identification 
numbers, any account passwords, or any security questions and 
answers. 

• We will use reasonable security measures when transmitting 
information to a consumer. 

• We will not discriminate against any consumer who exercises any of 
their privacy rights found under the CCPA. Unless permitted by law, 
we will not do any of the following to you if you exercise your CCPA 
rights:  

i. Deny you goods or services 
ii. Charge you different prices or rates for goods or services, 

including through granting discounts or other benefits, or 
imposing penalties 

iii. Provide you a different level or quality of goods or services 
iv. Suggest that you may receive a different price or rate for goods 

or services or a different level or quality of goods or services 
C. How to Exercise Your Right: 

• To make such a request, please use the following webform or contact 
us at 866-816-1727.  

• Please note that we are not required to retain any personal information 
about you that we collected for a single one-time transaction if we do 
not retain that information in the ordinary course of business. We are 
also not required to re-identify or otherwise link data that we do not 
maintain in a manner that would be considered personal information, 
in the ordinary course of business. We do not provide this right to 
know and right to deletion for B2B personal information. 

• Please note that we are not required to comply with your request to 
delete any personal information about you that we have collected from 
you, if it is necessary for us to keep such information to:  



 

i. Complete the transaction for which we collected your personal 
information. 

ii. Provide a good or service you request or that we reasonably 
anticipate you will request given our ongoing business 
relationship with you. 

iii. Perform our obligations under a contract between us and you. 
iv. Detect security incidents, protect against malicious, deceptive, 

fraudulent or illegal activity, or prosecute those responsible for 
such activity. 

v. Debug to identify and repair errors that impair existing intended 
functionality. 

vi. Exercise free speech, ensure the right of another consumer to 
exercise his or her right of free speech, or exercise another right 
provided by law. 

vii. Comply with the California Electronic Communications 
Privacy Act. 

viii. Engage in public or peer-reviewed scientific, historical or 
statistical research in the public interest that adheres to all other 
applicable ethics and privacy laws if (a) our deletion of such 
information is likely to seriously impair the research or render it 
impossible to perform the research and (b) you provide 
informed consent. 

ix. To enable internal uses that are reasonably aligned with your 
expectations based on your business relationship with us. 

x. Comply with a legal obligation. 
xi. Use such information, internally, in a lawful manner that is 

compatible with the context in which you provided the 
information. 

D. Our Response and Verification Process:   
• Upon receiving a request to know or a request to delete, we will 

confirm receipt of request within ten (10) business days in the manner 
in which the request was received.  

• We endeavor to respond to a verifiable consumer request within forty-
five (45) days of its receipt. If we require more time, we will inform 
you of the reason and extension period in writing.  



 

• The verifiable consumer request must provide sufficient information 
that allows us to reasonably verify you are the person about whom we 
collected personal information or an authorized representative, which 
may include: 

i. Your name 
ii.  Contact details (i.e. address, phone number and email address) 

iii. Last 4 digits of the social security number 
iv. Date of birth 
v. Additional information depending upon the type of request and 

the sensitivity of the information. 
vi. Describe your request with sufficient detail that allows us to 

properly understand, evaluate, and respond to it. 
• We will only use personal information provided in a verifiable 

consumer request to verify the requestor's identity or authority to 
make the request. If personal information provided in the request is 
not adequate, we will request more information to validate the 
requestor’s identity and/or authority to make the request. 

• We cannot respond to your request or provide you with personal 
information if we cannot verify your identity or authority to make the 
request and confirm the personal information relates to you. 

• We will deliver our written response by mail or electronically. 
• Any disclosures we provide will only cover the 12-month period 

preceding the verifiable consumer request's receipt. The response we 
provide will also explain the reasons we cannot comply with a 
request, if applicable. For request to know specific details of personal 
information, we will select a format to provide your personal 
information that is readily useable and should allow you to transmit 
the information from one entity to another entity without hindrance.  

• We do not charge a fee to process or respond to your verifiable 
consumer request unless it is excessive, repetitive, or manifestly 
unfound. If we determine that the request warrants a fee, we will tell 
you why we made that decision and provide you with a cost estimate 
before completing your request. 
 
 



 

E. Exceptions under the CCPA: The CCPA details certain situations where 
the rights above do not apply including, but not limited to:  

• If our relationship with you or your information is governed by the 
Health Insurance Portability or Accountability Act (HIPAA) or the 
Gramm Leach Bliley Act (GLBA). HIPAA will typically apply if we 
have protected health information about you in the context of a health 
plan. GLBA will typically apply if we have information about you in 
connection with an insurance product. 

• The CCPA provides additional rights to consumers if their personal 
information is sold to third parties. We do not sell your personal 
information to third parties, and we do not allow third parties to use 
the personal information we provide to them to offer you their 
products or services. 

• Further, California Civil Code Section § 1798.83 permits users of our 
website who are California residents to request certain information 
regarding our disclosure of personal information to third parties for 
their direct marketing purposes. We do not disclose your information 
to third parties for their marketing purposes.  
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